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COMPANY A – Accounts Partner COMPANY B – Resource Partner  

Federation Resource 
Server 
• uses the security tokens to 

make authorization decisions 
for  its Web servers  

• To function as an ADFS 
resource, Web servers must 
either have Windows Identity 
Foundation (WIF) installed or 
have the Active Directory 
Federation Services  Claims-
Aware Web Agent role 
services installed. 

 

Federation Accounts Server  
• Collecting and authenticating users 

credentials 
• Building up claims for that user 

and  packaging the claims into 
security tokens 

• Presenting the tokens across a 
Federated Trust  to  enable access 
to Web-based resources that are 
located in the resource partner 
organization 
 

 
 

In a claims-based 
world, a token 
contains one or more 
claims, each of which 
carries some piece of 
information about 
the user it identifies.  
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Name of the other AD FS server 

If you do not have a direct connection between the two servers you can use the second option. 
 
Certificate used by first server must be trusted by the second server. The next slide explains. 



This file contains all the 
Configuration  info about 
the other Server.  Another 
Federation server can read 
This info and use it. 



Transfering the certificate to the second AD FS Server 

• From the run  type mmc and click on ok 
• In the mmc console click on Add/Remove Snap-in 



Select certificates then click on Add 



Select computer account and click next 



Select local computer then click finish 



Click on OK. 



Expand Certificates (Local Computer), Expand Personal 
Select Certificates 



Double click the certificate and click on the 
details tab 
 
Click on copy  to file 



Click Next 



Click Next 





Tyne the name of file and choose your saving location using the browse button 





Go the the second server  
Using Windows explorer navigate the exported certificate and double click 
to open it 
 



Click on install then select local machine 





























Editing claims 
Right click the Relying Trust and click on Edit claims rules 
 

Issuance Transform Rules allows rules to be 
Transformed before being sent to the other 
Party. 
The tab Delegation Authorization rule allows  
Rules to be created that determines if a user 
Is able to impersonate another user 
Issuance Authoriztion rules tab allows you to 
add new rules 










